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ABSTRACT
Testing cloud applications has recently gained in importance since
many companies migrated their operations in the cloud. To optimise
resources, cloud applications may serve several users at once in a socalled multi-tenant setting. We propose a new technique for testing
multi-tenant applications using reinforcement learning combined
with gray-box fuzzing techniques. A preliminary evaluation using
a combination of fuzzing techniques and genetic algorithms is also
provided.

CCS CONCEPTS
• Security and privacy → Software and application security;
• Software and its engineering → Cloud computing.
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1

INTRODUCTION

Cloud computing [13] has become a pervasive technology and
major companies invested in cloud technologies. Amazon launched
Amazon Web Services (AWS) in 2006, and other tech enterprises
such as Microsoft, Google, and IBM followed in AWS footsteps.
Currently, the major players in this field developed their own
services, but they still offer the cloud solutions: Infrastructure as
a Service (IaaS), Platform as a Service (PaaS) and Software as a
Service (SaaS) [22].
SaaS allows end-users to connect seamlessly to the deployed
software and focus on the main task by abstracting away the infrastructure and the technologies used. Some of the benefits of SaaS
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are that applications can be developed on a platform and run on
third party infrastructure and, using SaaS, can cost less in terms of
software licensing and infrastructure resources [22]. Some of the
main drawbacks of SaaS are the data security and low performance
compared to PaaS and IaaS [24].
Multi-Tenancy Architecture (MTA) [15] is an architectural design pattern that consists of an application that is shared among
multiple groups of users called tenants. These tenants use the same
functionality of the application on the same server independently
of one another. Sharing resources having the same underlying platform and the same single code base can be an efficient way of
distributing resources, but the service must be flexible enough in
order to adapt to different tenant specifications. However, testing
of MTA was not addressed too much in the academic literature.
Fuzz testing is a common technique for desktop-based applications. It is a general technique in which random inputs are sent to
a test program to find bugs. Fuzz testing can be classified as blackbox, white-box and gray-box [8, 9]. The difference between them
is the degree of knowledge of the system. The most general testing
procedure is black-box, which does not assume anything about the
system and tries to find problematic inputs through random input.
White-box testing presumes knowledge about the system and, by
knowing specific details about it, one can find interesting inputs
faster. Gray-box fuzz testing is a combination of the two.
Our contribution consists in a novel way to test multi-tenancy
applications by using interprocess communication backed by fuzz
testing that can be repeated using the same seeds values. Our methods are enhanced by artificial intelligence (AI) techniques that
involve reinforcement learning (RL), genetic algorithms, and other
heuristics.
The paper is structured as follows. In the next section, we present
the related work in the multi-tenancy testing field. In Section 3,
we propose reinforcement learning as a technique to improve fuzz
testing in our context. In Section 4, we present our preliminary
evaluation. Finally, in the last section, we discuss future work.

2

RELATED WORK

In [15] the authors have identified several architecture principles
that can be used while developing an MTA application such as
affinity (routing tenants to the same server of the application if state
that can not be cached is involved), persistence design (regarding
database sharing principles), performance isolation and Quality of
Service (QoS), e.g, ensuring that tenants work within their Service
Level Agreement (SLA), and UI or system customization.
Although there is literature on cloud testing we have not found
many papers that focus specifically on MTA. In [6], the authors
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presented a general view on how testing can occur in the cloud, specifying how should test types should be done when testing different
cloud components like SaaS-oriented testing, online applicationbased testing and cloud-based application testing. The majority of
cloud vendors delegate testing to third-parties that are available
online all the time. This paper also provides a comparative view of
internet-based software testing and cloud-based software testing.
Information protection isolation is very important in a multitenancy application since a security breach of one tenant may leak
other tenant’s data [12]. Because of this, MTA must prevent tenants
from reading and writing from one another. As noted in [12] the
traditional way of achieving this is to encrypt and sign tenant’s data,
with each tenant storing securely their keys. For testing purposes,
this layer of security makes it harder to reason about determinism
in the execution of tenants actions since one must use mock data
that may not reflect the real-world settings.
The authors of [7] have presented SaaS multi-tenancy testing
and partitioned the process in six steps ranging from component
unit testing (black-box and white-box testing) to component integration testing and tenant-based continuous testing. The difference
between SaaS multi-tenancy testing and multi-tenancy testing in
general is that the former has components that are shared between
tenants whereas, in the latter, the tenants use the same application. One important challenge specified in the paper represents the
scalability testing of a SaaS application.
MTA application testing was studied in [26], where the authors
proposed a combinatorial testing algorithm, called Adaptive Reasoning (AR). They tested the algorithm on a multi-tenant application
running on the SaaS platform offered from Google App Engine,
where tenants could write code for their applications that was
stored in a database. Other tenants could use their code and so they
achieved code reusability. The AR algorithm searches for tenant
configurations or applications that fails a test, and will discover
other tenants that use the same configuration.
Some clients are reluctant in using SaaS because they think it
is not safe, in particular MTA applications [25]. The authors of
[25] have classified the main technical layers and possible security
bugs that can arise when using an MTA application ranging from
low-level vulnerabilities that can come from hardware processing
and programming code to high-level vulnerabilities that can come
from the interaction between the different components of the MTA
application (web components, user data isolation, authentication
and authorization).
Authors in [24] discussed the tenant-based resource allocation
model for SaaS applications where VMs were allocated based on
tenants needs instead of working with Amazon’s default service
Auto Scaling. They achieved this through monitoring the tenant’s
resources by implementing tenant-based authentication and data
persistence as well as a tenant-based load balancer that efficiently
mapped tenants to VMs.
Now we introduce the reinforcement learning (RL) model, which
belongs to the machine learning (ML) field. RL works by defining
an agent that is interacting with the environment and through a
feedback loop is given a reward at each step that is dependent on its
actions [14]. Through exploration of the available actions and the
exploitation of previous positive actions, the agent learns a policy
that tells it how to react in a given situation. By using RL, one must
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define the environment with which the agent will interact and it
will eventually learn the best actions to perform. Training the agent
usually occurs in episodes, which can end either at a fixed time or
when the agent cannot take any more actions.
The usual way of testing MTA applications is to use system
knowledge to generate different tenant configurations that, when
run, would result in an unwanted behaviour. In this paper, we
take a different route to MTA testing by using fuzz testing and
reinforcement learning algorithms that generate tenant behaviours
that would lead to finding faults in the MTA application or achieve
better code coverage.

3 METHODS
3.1 Assumptions
We suppose that each application has a known fixed number of tenants: 𝑈 = {𝑢 1, 𝑢 2, ..., 𝑢 |𝑈 | }. Also, we consider that the application
knows approximately the limits for the maximum of users allowed
for the same tenant: 𝑀𝑎𝑥 (𝑢𝑖 ) for each 𝑢𝑖 ∈ 𝑈 . Both assumptions
should not be too restrictive since each application knows its categories of users and the expected maximum number of serviced
clients, according to the deployed infrastructure and application’s
layers. In future work, we will try to weaken these assumptions.

3.2

Testing Purposes

We follow the architectures and the concerns defined in the literature of the multi-tenancy domain and plan for research and
implementation of test methods that cover two points of view:
(1) Execution correctness (determinism) testing. If a group
of multiple tenants are using the application at the same
time, are everybody outputs the same as if they would use
the application sequentially? Are the shared resourced of the
application (databases, shared files, etc ) in the same state as
if the application would be running sequentially?
(2) Performance testing. If a group of multiple tenants are
accessing the application at the same time, are they still
serviced without SLA/QoS violations?

3.3

High-level Description of Our Methods

The high-level plan is to train a multi-agent system that contains
multiple Fuzzer instances that in turn simulates real users. The
set of all these agents will be used to produce randomized new
inputs, but with a probability distribution over time and actions
(i.e., inputs produced) that are able to address the testing goals as
close as possible.
We consider our techniques as gray-box since we have an abstract view of the input. In general, we can use a grammar to generate new inputs, a RNN if a textual input is required, or a GAN if
the required input has a specific format.
For each tenant 𝑢𝑖 ∈ 𝑈 , our testing framework will train and
output a Fuzzer model, 𝐹𝑢𝑧𝑧𝑒𝑟𝑢𝑖 , which can be used to produce
smart test cases for the application under tests. The methods we aim
at are based on guiding the fuzzing process using genetic algorithms
[20], reinforcement learning methods [3], or other machine learning
techniques [18] with two targets:
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• Report as many issues as possible (either invalid correctness
cases or performance issues).
• Cover the source code with different inputs as much as possible.
In the training or evaluation phase, at each test episode, for each
tenant 𝑢𝑖 ∈ 𝑈 , our testing framework creates 𝑀𝑎𝑥 (𝑢𝑖 ) instances
of 𝐹𝑢𝑧𝑧𝑒𝑟𝑢𝑖 to simulate a real test case with multiple real users for
the same tenant group, and multiple tenant groups at the same
time. We denote such a Fuzzer instance as Fuzzer agent, and the
set of all agents to be 𝐹𝐴. Also, note that not only fuzzing the
application with different inputs is important, but also the time
when the fuzzing happens since we have multiple instances that
run in parallel.
The role/output of a Fuzzer agent at time t is then 𝐼𝑛𝑝𝑡,𝐹𝑖 =Input
produced by agent 𝐹𝑖 at time 𝑡. 𝐼𝑛𝑝𝑡,𝐹𝑖 is allowed to be ∅, which
means that agent 𝐹𝑖 decides to do nothing at time 𝑡.
Thus, our problem can be modeled as a decision-making problem: what should be the decision of an agent 𝐹𝑖 at time 𝑡 to test
the software according to some established metrics? This kind of
decision-making problem can be handled with AI techniques as the
one mentioned above. In the next subsection, we go deeper into
details on how to train, evaluate, and score these agents to make
them learn how to produce new inputs.

3.4

Details about Model Training

When using a genetic algorithm or a machine learning approach,
such as reinforcement learning, which seems like the most plausible
one for our usecases, we need an evaluation function for our Fuzzer
agents. The flow of the training process is sketched in Figure 1.
It is important to note at each point that all Fuzzer models inside
a tenant group 𝑢𝑖 are sharing the same weights. What differentiate
them to produce different output is a latent input node, trainable,
similar to Generative Adversarial Networks [11]. A critics eye could
also say at this point that the tenants actions over the system are not
independent and different subsets of actions between them could
lead to different behaviors. That is true, but multi-agent systems
are proven to work and converge even when considering them
independent to reduce the training problem complexity [2], [21].
Also, training agents in parallel within a reinforcement learning
environment was studied and proven to be effective in [17].

3.5

Figure 1: The flow of the training procedure for the Fuzzers
in 𝐹𝐴 set inside our framework. In each training episode, we
collect the feedback using existing policies, compute the gradients for producing better models, and finally improve the
existing models. The arrows from Fuzzers to App instance
represent some certain moments of time when they produce
an input different than ∅.

fuzzer instances using the same memory locations at the same time
increases the chance of seeing non-deterministic behaviours.
We define the amount of shared resources of the application
used by a set of agents at any time 𝑡 as in 2. By shared resources,
we understand databases, files, buffers in memory, etc. is to be
determined later through evaluation, if different kinds of resources
need to be factored differently. For now, we measure the number
of bytes used in common by the agents.
𝑆ℎ𝑎𝑟𝑒𝑑𝑅𝑒𝑠𝑜𝑢𝑟𝑐𝑒𝑠 (𝑡, 𝐴𝑔𝑒𝑛𝑡𝑠𝑆𝑒𝑡) =
Ù
𝑏𝑦𝑡𝑒𝑠 (
𝑅𝑒𝑠𝑜𝑢𝑟𝑐𝑒𝑠𝑈 𝑠𝑒𝑑 (𝑎𝑔𝑒𝑛𝑡))
𝑎𝑔𝑒𝑛𝑡 ∈𝐴𝑔𝑒𝑛𝑡𝑆𝑒𝑡

Evaluation Function

Eq. (1) shows the high-level scoring function of the input produced
by a Fuzzer 𝐹𝑖 at time 𝑡. It has three main components, detailed
in the text below. The constants 𝐾𝑆, 𝐾𝐶, 𝐾𝑅 and float constants
either fixed or learned from data that needs to be determined after
a proper evaluation.

Then, the score for the evaluation of the shared resources can
be obtained by checking with how many bytes would the shared
resources increase using the input produced by agent 𝐹𝑖 at time 𝑡,
Eq. (3).
𝑆𝑐𝑜𝑟𝑒𝑆ℎ𝑎𝑟𝑒𝑑𝑅𝑒𝑠𝑜𝑢𝑟𝑐𝑒𝑠 (𝑡, 𝐹𝑖 ) =

Eval(𝐼𝑛𝑝𝑡,𝐹𝑖 ) = 𝐾𝑆 ∗ ScoreSharedResources(𝑡, 𝐹𝑖 ) +

(2)

(1)

𝐾𝐶 ∗ CodeCoverage(𝑡, 𝐹𝑖 ) +
𝐾𝑅 ∗ ScoreRealIssuesDetected(𝑡, 𝐹𝑖 )
SharedResourcesScore component. Dynamic tainting [19],
[23] can help tracking down what is the path of data from inputs to
memory locations in the program. In the case of correctness checks,
this can represent a part of the score function since having multiple

(3)

𝑆ℎ𝑎𝑟𝑒𝑑𝑅𝑒𝑠𝑜𝑢𝑟𝑐𝑒𝑠 (𝑡, 𝐹𝐴) −
𝑆ℎ𝑎𝑟𝑒𝑑𝑅𝑒𝑠𝑜𝑢𝑟𝑐𝑒𝑠 (𝑡, 𝐹𝐴 \ 𝐹𝑖 ).
CodeCoverage component. Code coverage rewards for a training process can be represented by the number of new blocks that
the Fuzzer touched in the run. It is important to always try new
paths inside the source code, otherwise the method will get stuck
in a local optimum ((4)).
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𝐶𝑜𝑑𝑒𝐶𝑜𝑣𝑒𝑟𝑎𝑔𝑒 (𝑡, 𝐹𝑖 ) = number of new basic blocks of code

(4)

detected by using the input from 𝐹𝑖
at time t.
RealIssuesDetected component. Concrete issues detected represent the most important aspect of the testing process. The two
scores above are only guiding the Fuzzer agents towards detecting
these. On this evaluation metric, the formula is dividing depending
on the testing target:
• Performance testing. We consider that each agent 𝐹𝑖 , being part of tenant, has an agreed SLA/QoS. We will suppose
that we know the SLA, but even if we do not, we can find
an approximation of it if we will run the system on full load
and detect how the application is handling the requests [5].
The motivation behind this scoring function is to promote
inputs that violate the SLA/QoS between users as much as
possible. We define the scoring function in this case for a
given set of agents as in Eq. 5. The formula counts the total
penalization for SLA violations of the agents in the set.
𝑅𝑒𝑎𝑙𝐼𝑠𝑠𝑢𝑒𝑠𝐷𝑒𝑡𝑒𝑐𝑡𝑒𝑑 (𝑡, 𝐴𝑔𝑒𝑛𝑡𝑠𝑆𝑒𝑡) =
(5)
Õ
𝑃𝑒𝑛𝑎𝑙𝑖𝑧𝑎𝑡𝑖𝑜𝑛(𝑚𝑎𝑥 (0,𝑅𝑒𝑠𝑝𝑜𝑛𝑠𝑒𝑇𝑖𝑚𝑒 (𝑎𝑔𝑒𝑛𝑡) −
𝑎𝑔𝑒𝑛𝑡 ∈𝐴𝑔𝑒𝑛𝑡𝑠𝑆𝑒𝑡

𝑆𝐿𝐴(𝑎𝑔𝑒𝑛𝑡)))
Finally, the scoring of the input produced by agent 𝐹𝑖 at time
𝑡 is described by Eq. 6. Basically, the formula used is based on
how much penalization would the input of agent 𝐹𝑖 would
produce at the moment of time 𝑡, versus not using it at all.
𝑆𝑐𝑜𝑟𝑒𝑅𝑒𝑎𝑙𝐼𝑠𝑠𝑢𝑒𝑠𝐷𝑒𝑡𝑒𝑐𝑡𝑒𝑑 (𝑡, 𝐹𝑖 ) =

Figure 2: Figure describing the evaluated system using a
multi-tenancy application and a simulator that controls the
interaction between the users and the main application. The
system was deployed as a Virtual Machine (VM) in Google
Cloud Platform (GCP), the main application is written in
Python using Flask framework for the web requests. The
generic code that simulates the users is written in C++ and
it is integrated with libFuzzer [16] to generate random input. Finally, the simulator is written in Python and interacts
with the main application and spawns a program for each
user that in turn will communicate directly with the MTA.
For simplicity, the database is an instance of SQLite, containing a database as a file (but this is not a PoC limitation).

(6)

𝑚𝑎𝑥 (0,𝑅𝑒𝑎𝑙𝐼𝑠𝑠𝑢𝑒𝑠𝐷𝑒𝑡𝑒𝑐𝑡𝑒𝑑 (𝑡, 𝐹𝐴)−
𝑅𝑒𝑎𝑙𝐼𝑠𝑠𝑢𝑒𝑠𝐷𝑒𝑡𝑒𝑐𝑡𝑒𝑑 (𝑡, 𝐹𝐴 \ 𝐹𝑖 )).
• Correctness testing, determinism of outputs, and shared
resources state. 𝑆𝑐𝑜𝑟𝑒𝑅𝑒𝑎𝑙𝐼𝑠𝑠𝑢𝑒𝑠𝐷𝑒𝑡𝑒𝑐𝑡𝑒𝑑 (𝑡, 𝐹𝑖 ) = the absolute sum of differences in bytes between the outputs buffers
produced by the agents (only the ones expected to be deterministic) plus the shared resources contents difference for all
each agent by running: serially the actions up to time 𝑡,
versus running in parallel the same inputs and up to
the same time 𝑡. The motivation of this scoring is to produce inputs that are trying to break the determinism of the
actions as much as possible in the multi-agent environment.

3.6

Inference and Transfer Learning

Having a set of trained fuzzers 𝐹𝐴, their owner can then use the
latent variable that randomizes the output results to produce new
input each time, but all of these are guaranteed to be as close
as possible to the testing purposes goals. Transfer learning, i.e.
transferring the fuzzer learned models to a different application or
to the same application that is developed incrementally over time
was studied in [3] and proved to be effective.

4

EVALUATION

To test our idea, we have implemented a simple web application, in
which each tenant has access to individual data fields. Each user
that belongs to a tenant can modify those fields by sending a request
to the web application - see Figure 2.
Since we want to demonstrate a proof of concept (PoC), the data
fields can contain either an integer or a string.

4.1

Simulator

The simulator is responsible to generate a random number of tenants and for each tenant to generate a random number of users.
The simulator will also choose for each tenant one of the following
possible modifications:
• Integer addition modulo 𝑛, in which the fuzzer for each user
will use its first 4 bytes, add them together with the tenant’s
data, apply the modulo operator, and save the field to the
database. One possible problem with this approach is integer
overflow, when the product of the 4 bytes is bigger than
sizeof(int);
• Integer multiplication modulo 𝑛, same as integer addition;
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• String addition with sorting, in which the fuzzer will use the
first 4 bytes of the input, add them together with the tenant’s
field data from the database and then sort the input;
• String addition with reverse sorting;
• String addition with sorting and duplicates removal;
• String addition with reverse sorting and duplicates removal.
In order to better simulate the possible bugs that can arise in
shared applications, we have used commutative functions that allow
us to check if the system performed correctly or if there are bugs
due to the order of operations in the system.
Timing interactions. The simulator is responsible for setting
the interaction time for each user. In order to do this, it will choose
the delay for each user to wait before interacting with the main
application.
Deterministic behavior of the multi-tenancy application.
To test the deterministic behaviour, we first log each user’s actions
by letting the simulation run for a given amount of time. Then,
we check if the application’s output is the same as when we run
each action sequentially. If the result is different at the end of the
simulation, since we have chosen commutative field operations, it
must be that some other bug was present.

4.2

Users

We simulated the users with the same generic_user program that will
use command-line arguments to have a different instantiation. The
simulator will send each user the following arguments: username,
password, tenant_id, tenant_operation and user_action_time.
The first two parameters are needed by the user to login to
the application. The third one (tenant_id) is needed for logging
purposes. The fourth one (tenant_operation) is needed by the user
to know how to interact with the tenant’s data field. The fifth one
(user_action_time) is needed to set the time when the users should
interact with the application.
Currently, the users are based on the vanilla libFuzzer [16], which
employs genetic and heuristic algorithms in order to generate better
inputs. As future work, we are planning to use the newer methods
in the field that use Concolic Reinforcement Learning [3], which
are not hard to implement since the components are loosely coupled. We also expect better evaluation results from such methods,
because the training methods used in RL could optimize faster
the parameters involved in guiding the fuzzer in comparison to
heuristics and genetic algorithms [1, 10]. One improvement over
libFuzzer worth mentioning is the newly proposed set of metrics
and optimization methods as described in Section 3.

4.3

Generating and Finding Bugs

We followed LAVA Benchmark’s [4] approach by injecting different
concurrency bugs into the shared application code that can happen
due to the multi-tenancy setting of the application. There are two
types of possible injected bugs: a non-determinism issue and a
deadlock situation. Concrete examples of injected bugs in the source
code can be found at https://github.com/AGAPIA/river/tree/master/
MTA_testing.
Non-deterministic bugs are injected when a given set of users
are logged in at the same time and a certain pattern occurs in a
random tenant’s field. As an example, consider that the following
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four users log in at the same time: User 1 and User 2 are in Tenant
1, User 3 is in Tenant 2, while User 4 is in Tenant 3. We randomly
select one of the tenants (let’s say Tenant 1) and if the accessed data
field contains a certain pattern, such as a specific part of the input
contains a hardcoded value, we inject a bug in the source code to
cause non-determinism. Another type of bug in the same category
is the overflow error.
An injected bug for a deadlock situation can occur when the
users will try to lock the tenant’s field before reading and writing
to it, simulating an atomic operation. This type of bugs is solved in
the real-world implementations using stored procedures. However,
a flawed design can still cause bugs, which can be found by fuzzing.

4.4

Reproducing Bugs

To make results reproducible we generate log files with the seeds
that were used by the internal random generator and the timing
when the users interacted with the main web application. Using
the same seeds one can potentially find the circumstances in which
the error had happened.

4.5

Results

We present our preliminary results in Table 1. Each row represents
the results for 100 simulations, where we count how many times
one of the following happened:
• no bug was detected;
• an injected bug was detected;
• integer overflow has occurred.
In our preliminary evaluation, we did not discover any deadlocks.
At the start of the simulation, we choose a random number of users
(between 1 and 4) for each tenant, a number that will stay constant
over all simulations.
The first column represents the number of tenants that were
available during each simulation of the 100 total simulations. For
the first 6 simulations, we used a 4 tenant configuration similar
to Figure 2. The second column contains the number of bugs we
injected represented as a percentage relative to the maximal number
of possible bugs (here, the maximal number of bugs is the number
of ways one can group users from all tenants such that the list will
contain at least two users from different tenants).
The bug frequency column gives the used pattern (int_pattern,
string_pattern). We simulate issues by checking the input data patterns. For example, we inject a bug in the int case, if the tenant’s
data field value modulo 10 is 0. Similarly, for the string case, we
inject a bug, if the input contains at least 3 vowels. Thus, when
using for int the value of 100, and for string the value of 5 vowels,
i.e., (100, 5) in the table columns, there is a much lower probability
to inject a bug than when using (10, 3).
Note that for injected bugs and overflow errors we made a summation over all tenants’ fields and, because of that, the sum of the
last three fields can be bigger than 100.
We can see that when we increase the number of tenants there
is a higher probability that they will interact with one another,
even at a relatively small percentage of bugs. Each simulation took
between 2 and 4 minutes, depending on the number of users that
interacted with the system. Running 100 simulations took around
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Table 1: Preliminary results
No. of tenants
4
4
4
4
4
4
8
8
8

Bug percent
0.00001
0.001
0.01
0.00001
0.001
0.01
0.00001
0.001
0.01

No. of injected bugs
1
1
2
1
3
5
672
132
5243

Max no. of bugs
991
997
115
487
2019
487
67108787
131021
524239

3 hours. Our simulator and results can be found at: https://github.
com/AGAPIA/river/tree/master/MTA_testing.

5

FUTURE WORK

The techniques presented in this paper can help to identify problems
of non-determinism and deadlocks. Also, SLA and QoS domains
can be addressed using the same architecture by injecting bugs
depending on the timing of user interaction with the application
and the time spent on different kinds of operations. Further work
that we are considering is using a taint engine to detect reads
and writes calls to the database objects. Last, but not least, we are
working on finalizing the implementation of the reinforcement
learning algorithms proposed in Section 3 (getting also inspiration
from recent work such as [1]). Once we have a working prototype,
we will test it on real cloud applications.
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